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development lifecycle process and go 
through the series of alpha, beta, and 
internal quality assurance testing, there is 
a lot of variability in these processes. In 
some cases, these processes may not be 
rigorously followed or mandated.

Huawei has committed to having its 
products undergo third-party certifica-
tion through ICSA Labs to subject their 
products to rigorous testing against a set of 
standard requirements. ICSA Labs certified 
products can, in turn, be relied upon by 
those who look to a higher level of due 
diligence in the procurement process or as 
part of their ongoing cyber security risk 
management strategy.

Huawei’s ICSA Labs certified products 
exhibit an independent mark that signifies 
that the organization has successfully com-
pleted rigorous, ISO-accredited, third-party 
testing, which is proof of their commitment 
to due diligence.

Attaining ICSA Labs certification can 
serve as a competitive differentiator for 
Huawei by providing customers with proof 
of its commitment to security. Additionally, 
the continuous nature of ICSA Labs’ inde-
pendent testing is an important validation 
step in the product development lifecycle 
of Huawei’s certified solutions.

Implementing and maintaining a robust 
security program across an enterprise is a 
critical task. Properly vetting the technol-
ogy solutions is also important because 
it’s that underlying system that serves 
as the foundation for the technology. 
Unfortunately, many organizations don’t 
perform much due diligence beyond a 
product demonstration or a response to a 
Request for Proposal (RFP).

For vendors, ICSA Labs certified prod-
ucts provide a critical component to their 
selection process. Organizations and supply 
chain management look for products with 
the internationally recognized ICSA Labs 

certification mark for evidence to support 
relevant requirements when making sourc-
ing or purchasing decisions. These vendors 
rely on and trust ICSA Labs certified solu-
tions because they have attained specific 
levels of functionality and security and are 
continuously held to a high standard by a 
competent, third-party lab.

New Program Development 
While ICSA Labs’ existing testing programs 
continue to serve enterprises and vendors, 
ICSA Labs develops testing programs in 
order to stay current with the latest threats 
and technologies. New technologies include 
mobile, advanced threats, and health IT. 
ICSA Labs has recently entered the IoT 
space with a new testing and certification 
program.

In the quickly escalating realm of the IoT, 
most devices are moving from hard-wired 
closed systems to interconnected systems 
with communications through traditional IP 
networks, Wi-Fi, Bluetooth, and wireless 
connectivity.

Many devices are not designed to connect 
to the Internet. Device functionality and ease 
of access tend to be top priorities, whereas 
security and privacy are often overlooked. 
ICSA Labs’ IoT program tests and certifies 
IoT connected devices and sensors using 
the ICSA Labs Device Requirements 
Framework,  which serves as the basis to 
formulate test requirements for any IoT 
device. Security and privacy-related tests are 
then mapped to those criteria requirements, 
helping reduce risks to the supply chain and 
customers — leading to better protected 
businesses and homes.

As technology continues to evolve, prod-
ucts tested and certified by ICSA Labs pro-
vide organizations that are not positioned 
to do the proper due diligence with a high 
level of assurance when building security 
into their networks.▲
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Lighting 
controllers work 
with IoT gateways 
to connect tens 
of thousands of 
street lamps to 
form the ‘Internet 
of Lights.’ >>
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IoT Sparks 
a Lighting Revolution

I n 1879, Newcastle-upon-Tyne was the first city to be illuminated by incandescent light. Today, there 
are approximately 304 million electric street lamps in operation around the world, and that number is 
expected to rise to 352 million by 2025, according to The Climate Group, an international non-profit 

organization that promotes the expansion of clean technology markets.

Understandably, there has been a progression of 
urban lighting control technologies over the last 140 
years, with more big changes on the way.

Moving toward Central Control
Initially, each street lamp was installed with a knife 
switch that had to be manually turned on or off. 
Later, in a method used until the 1950s, several 
street lamps were ganged together to share a single 
switch.

Today, many street lamps are controlled by decen-
tralized timers installed in power distribution boxes 

that are preset to turn lamps on and off on a fixed 
schedule. Because the timing is not flexible, nor are 
individual units addressable, operators have little 
situational awareness or real-time feedback.

Due to the absence of comprehensive monitoring 
systems, unit failures are often only discovered dur-
ing physical inspections or by citizen reports. 

‘Internet of Lights’
What happens when street lamps are connected to 
Internet of Things (IoT) networks? Huawei’s IoT 
Lighting solution provides the answer. Through link-
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ing hundreds of millions (and soon billions) of 
terminals, the IoT digital communication network 
is poised to change the way we live. One example 
among many is the revolution in routine driving 
habits with the advent of cars connected to urban 
infrastructure that includes centrally controlled 
street lighting systems: the ‘Internet of Vehicles’ 
meets the ‘Internet of Lights.’

The Huawei IoT Lighting solution equips each 
street lamp with a controller that includes a built-
in wireless communication module that interacts 
with IoT gateways.

The controllers collect street lamp operating 
parameters and send the data to the cloud in 
real time. A visualized, GIS-based management 
system keeps city officials informed of the operat-

ing status of each lamp on every street, enabling 
precise on-off and brightness control of individual 
lamps. This type of on-demand lighting control 
is able to reduce energy consumption by up to 80 
percent.

Huawei’s IoT Lighting solution eliminates the 
barriers that have hindered the development of 
connected public lighting systems.

• Smart Energy Conservation: Precise 
Calculation + Intelligent Awareness
Smart lighting policies are programmed to en-
hance the performance of street lamps:

• Automatic calculation of illumination dura-
tions based on local longitude, latitude, season, 
month, and day

• Dynamic brightness adjustments by linking 

built-in brightness sensors with third-party 
vehicle and pedestrian sensors

• Efficient Management: Visualized Monitoring 
+ Preventive Maintenance

A GIS-based management system is employed 
for displaying comprehensive information about 
street lamps: 

• Unit inventory for each street segment, in-
cluding history and current status of each fixture

• System faults generating alarms and notify-
ing maintenance personnel by mobile text mes-
sage with location and incident summary

• Using collected operating data, the system 
predicts potential faults and schedules preventive 
maintenance using collected operating data

• Multi-level Smart Control: Cloud + Local
Smart controls are segmented first at the cloud 

level, and second, for control at the local level: 
• Multi-level smart controls greatly improve 

lighting control reliability
• Contemporary street lighting systems are 

controlled centrally, which leaves individual 
neighborhoods beyond operator control during 
network outages

• Lamp controllers continue to operate offline 
and independently downstream of the agile 
gateways during cloud level failures

 
Smart Lighting
From the underlying chipsets to the upper-layer 
applications, Huawei’s Lighting IoT solution 
uses an open architecture that provides open 

interfaces across all layers. The silicon control-
ler is optimized to support LiteOS, which 
is Huawei’s open-source, self-configuring 
embedded operating system for IoT sensors and 
terminals. LiteOS is built to make standards-
based connections quickly and efficiently with 
third-party devices.

• Agile gateways can support a virtualized 
network architecture that opens the way for 
partner companies to develop and install custom 
applications.

• Agile controllers can provide a standard 
northbound interface to third-party application 
systems to better integrate all available service 
components.

In addition to illuminating the night, lighting 
towers are being used to attach an increasing 
variety of Smart City interfaces. Mounted high, 
low, and everywhere in between, the array of 
equipment includes video cameras, environmen-
tal monitors, traffic sensors, radio transceivers, 
charging piles for electric vehicles, and trash 
bin sensors — all of which can be configured 
to collect basic data for discrete services and 
aggregated to support more comprehensive 
perspectives about our city streets and highways.

The ‘Internet of Lights’ is just one of an end-
less number of IoT examples whose eventual 
success requires the participation of vendors and 
partners across all industry and government sec-
tors to convert opportunity to real-life effects for 
people in all walks of life.▲Huawei’s Lighting IoT Solution
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